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Abstract 
 
In this thesis we are examining organizational change management in the context of im- 
plementing information security policies or establishing a brand-new information man- 
agement department. Moreover, we are proposing an assessment model for such organi- 
zational changes. 
Firstly, we are conducting literature review upon the change management theory. Hav- 
ing defined change and change management we are providing the reader with the main 
reasons for change as well as with the major success factors and barriers for change. Fi- 
nally, we are presenting broadly accepted approaches to change management. 
In chapter three, we are conducting literature review upon information security man- 
agement. In order to support the necessity for modern organizations to implement in- 
formation security management we are providing with the definition and the value of 
information. Consequently, the need for implementing information security policies 
arises. Afterwards, we are presenting common threats for an organization, in terms of 
information security, as well broadly utilised countermeasures. 
The major five information security tools and policies for organizations are presented, 
while we are elaborating upon each one in order to point out pros and cons, such as ap- 
plicability, benefits, costs and return on investment. Finally, we are presenting ne stan- 
dard under the ISO organization, including the subsequent organizational changes, 
which are implemented in numerous organizations globally. 
In chapter four we are consolidating findings from the first two chapters in order to pro- 
duce results regarding the assessment of the organizational changes brought about by 
implementing information security policies. We are identifying implementation barriers 
especially for information security changes within an organization, such as infrastruc- 
ture and lack of training, for the successful implementation of the organizational 
change. Afterwards, we are presenting three commonly adopted change management 
models. These are initially presented as they are and are then tailored to the case of in- 
formation security related change. 
In chapter five, we are presenting our research methodology. We are providing with all 
the needed information for every different research method and data collection strategy. 
-iv-  
The last chapter includes our conclusions regarding this research problem as well as 
some recommendations for future research. 
 
 
 
Zarouchas Ioannis-Alexandros 
December 2018 
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1 Introduction 
 
The purpose of this thesis is to explore the potential measures an organization can adopt 
in terms of information security, the consequent changes in the organization and finally 
provide with as assessment method for potential changes adopted. 
This scope of study has been triggered by two main events: 
 
• the rapid evolution of the IT technology and the high value of information for 
organization 
• the increasing need for concerted adoption of information security management 
This thesis stands upon two main pylons: 
• change management 
• information security management 
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2 Change management 
 
2.1 Introduction 
Change management usually refers to the process of managing organizational change, 
such as changes in the organizational structure, vision or values, culture and leader- 
ship models. 
Comprehensive change management consists of all the processes that have impact on 
the successful implementation of change. For the change implementation to be suc- 
cessful, organizations should develop a framework including metrics and amendments 
in order to continuously monitor the implementation. 
A broader view on change management indicates that the primary objective of change 
is to create a need for change, by increasing employees’ awareness, so as to make 
people ask for change and become the actual owners of change. 
 
 
 
2.2 Change 
According to literature, change consists of moving to a new state which implies that 
things in the new state are different from these in the old one. (Bell, 1999) 
Change may occur as a planned or an unplanned response of an organization to 
changes occurring either in the internal or the external environment. This very re- 
sponse is needed in order to tackle potential pressure that may stem from the above- 
mentioned changes. (Murray Dalziel, 1988) 
External environment pressure factors may refer to legislation, competition and cus- 
tomers, while internal environment pressure factors may refer to market opportunities, 
goods going obsolete, changes in the business strategy or high diversification of hu- 
man capita. (Lanning, 2001) 
According to other researchers, in order for a change to be successful, additional 
changes, in the human capita, such as training for new procedures, in the organiza- 
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tional structure, organizational culture, strategy, processes and procedures, are essen- 
tial. (Adler, 1990) 
 
 
 
2.3 Reasons for change 
Changes happen in organizations every day. For a change to happen, a couple of rea- 
sons should be present. 
First of all, change is triggered by an internal or external change that mandates the 
organization to elude in order to manage to survive in the new business environment. 
As far as information security related changes are concerned, we are providing spe- 
cific reasons in chapter three. 
Moreover, for a change to be implemented, someone in the organization should real- 
ise the above-mentioned change in the internal or external environment that mandates 
the organization to elude. 
We list the top reasons for change upon literature review: 
 
• crisis, including economic recession or social unrest 
• technological evolution 
• new opportunities 
• internal or external change, such as legislation, new entrants etc 
• M&As1 
• scheduled discontinuing products 
 
 
2.4 Success factors 
There are many references in literature regarding the success factors for organiza- 
tional change management. According to the Paton and McCalman intervention strat- 
egy model, an organizational change is broken down to phases. 
 
 
 
 
 
 
 
 
1 
mergers and acquisitions 
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Figure 1: Paton and McCalman’s intervention change management model (Paton, 2000) 
 
 
 
 
The first phase refers to the state that the organization has realised a change and the 
deployment of a change management process is eminent. An employee, usually a 
manager, is assigned to form a group of people to deploy the proper change manage- 
ment process. In the second phase, the group in charge commence by identifying the 
change. In the next phase, the same group are attempting to find possible solutions, 
while in the next phase the solutions are implemented. 
The whole system is a close loop, whereas the group in charge are always measuring 
the successful implementation of their plans for the change itself to be successful. 
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Therefore, the change never finishes, since according to business facts one change 
either brings about other changes, while an organization is under continuous pressure 
from external factors, which necessitate change in order to address this pressure. This 
close loop indicates that the group of people in charge for the change management 
may at any time step back or forth to any step of the model in order to make amend- 
ments. 
The model stages and all relevant success factors presented below: 
 
1. Problem/Systems specification: 
The current system must be understood in depth in order to assess the impact 
of the change. 
2. Formulation of success criteria: 
In order to design change management plans, the objectives to be accom- 
plished and relevant limitations should be determined. All success criteria will 
be based upon these objectives and limitations. 
3. Identification of performance indicators (KPIs): 
Having determined objectives and constraints, a proper measurement system 
for the accomplishment of each specific objective should be adopted. 
4. Generation of options and solutions: 
The group of people in charge should discover all possible options and solu- 
tions in order to be able to make amendments. 
5. Selection of appropriate evaluation techniques and option editing: 
All possible evaluation methods for the successful implementation of the 
change should be examined 
6. Option evaluation: 
All possible options should be examined and correlated with the above- 
mentioned objectives. 
7. Development of implementation strategies: 
All the above mentioned should be implemented. The group of people in 
charge should monitor the employees’ participation in the change and the de- 
gree of objectives accomplishment. 
8. Consolidation: 
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It may take a long time for the new situation to be fully adopted by the organi- 
zation. All the above-mentioned metrics should be monitored at all times to 
ensure the successful change implementation. 
All success factors located in literature are presented in the table below. We notice 
that different researchers tend to identify some common success factors, but they of- 
ten name these in a different way. 
10  
 
11 
 
 
 
 
 
 
Figure 2: Success factors under a broad aspect (Kilpimaa, 2006) 
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2.5 Resistance to change 
 
The fast-paced rate of technological evolution and the globalisation render change as a 
normal state for organizations. However, the process of implementing change effectively 
is rather difficult, as many organizational change attempts fail occasionally. (Nadler, 
1995) 
The managers engaged with the implementation process usually blame others such as the 
employees, including lower level managers, or the infrastructure in case of failure. While 
this is partially correct, from times to times, the main reason why change fails is the lack 
of understanding how the change should be implemented and the overestimation in terms 
of how ready an organization is to implement change. (Jos H. Pieterse, 2012) 
 
As mentioned-above, the main two factors that pose resistance to change is the human 
capital and the technical infrastructure. 
 
• Fear for potential loss of the employees’ status they have built upon their job 
• Lack of performance management systems along with appraisal systems 
• Fear for the new situation 
• Pressure over the employees’ capacity 
• Lack of trust to the managers implementing change 
• Personal or groups’ strategy against other employees 
• Fear to fail 
 
 
 
The key factor behind most of the above mentioned reasons is a poorly planned change 
implementation plan which does not sit on the real capacities of the employees, nor does 
it create a climate of trust via enhanced communication at all stages of the 
implementation. As far as employees are concerned, never would they oppose to a 
change that they believe in. Therefore, it is up to the change sponsors to make employees 
understand the change and its potential benefits in depth. 
 As far as the infrastructure is concerned, organization may have to invest a lot of money in order 
to buy the necessary equipment, such as hardware (terminals, servers, telephones etc.) or software 
(new ERP systems, new LAN networks etc). Therefore, budgeting should be always taken into 
consideration. 
Finally, since the new situation will mandate people to operate using either new hardware or new 
software or follow new processes, for an organizational change to be effective, the change 
sponsors should develop a proper training program to reassure that the human capital will be 
competent enough to operate after the change. 
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3 Information security 
management 
 
Information security management refers to a management framework which is 
responsible for motivating and controlling the implementation of information security 
policies within the organization. 
 
3.1 Introduction 
 
Adopting information security controls or holistic information security management 
systems has a dual impact on an organization. Firstly, it paves the way for faster 
organizational growth due to augmented communication. Secondly, like any adoption of 
a new system or policy, it brings about organizational change and therefore causes 
organizational change implementation, where changes might be either dynamic or static, 
including changes in the organizational structure, adoption of new procedures and 
processes as well as the adoption of new management tools, in the context of managing 
change and information. 
The key advantage from implementing Information Security Management, for most of 
the organizations, does not summarize solely in increased information, or data, security. 
The communication in the internal environment of the organizations is expected to be 
enhanced for most of the organizations who adopt Information Security Management. 
The communication is expected to be enhanced, since organizations handle sensitive 
data, regarding customers, employees, market deals and other internal information, they 
tend to apply a set rules and policies, usually based on software solutions, in order to 
assure a minimum level of security. In the context of these security rules, there are often 
problems in the information flow, thus in communication between employees, managers 
and between whole departments. However, until now, most organizations usually ignore 
such problems, since they are hard to measure. The implementation of ISMSs is 
expected to alleviate such problems. 
 In order to design and implement an Information Security Management System successfully 
involves a prior analysis of the existing communication system in the internal of the organization 
not only to allow for the new IS system to be compatible with the existing one, but also to 
identify any improvements that can be made so as to reassure its efficient and effective operation. 
The whole system should be designed in the direction of reassuring uninterrupted information 
communication and accessibility across different departments and employees of the organization. 
Further critical factors that do not directly arise from the ISO 27001:2013 requirements consist of, 
inter alia: 
 
• the elimination of flow of superfluous information 
• the provision of reliability 
• the ability to be updated upon new future needs 
 
 
An ISMS that is built on the basis of an improved existing internal communication system will 
facilitate employees to operate in high speed, with high quality and efficiency. All in all, 
employees, who will be operating a system, with some improvements, alike the one they used to 
operate, up until the point of change, are expected to operate with higher quality, efficiency, 
effectiveness and to take much faster decisions, in comparison to using a brand new information 
system. These factors all add up to the organization’s successful further growth. 
All the above-mentioned profits which stem from an increased level of information security 
prove to be valuable in the context of planning and implementing future actions or organizational 
changes, such as designing new organizational strategy, conducting marketing campaigns, 
mergers or acquisitions etc. The protection of sensitive information, for instance by not disclosing 
such information prior to a merger, can assist the successful implementation of future actions. 
The benefits that stem from the implementation if an ISMS for an organization do not depend 
totally on the phase of the ISMS implementation. In the initiation phase, problems related to the 
restriction of access to information and related to addressability might arise, since at this point the 
access of employees to information should be directly related to the extent they need this 
information to fulfill their duties. Imagine an organization with a vague structure and a vague 
allocation of responsibilities, where all employees may have access to every department’s  
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information• despite such employees have a spherical view of all the operations of the 
organization, yet they pose a potential threat in case they are dismissed and transfer all 
this knowledge to a competitor. 
Moreover, deficient allocation of ownership of information or of accessibility to it can 
delay the organization’s growth because most of the decision making should be done by 
the organization owner or by a small group of people. With respect to an organization’s 
growth, which implies an increasing flow of information, it is obvious that the 
organization should establish clear communication channels between the employees via 
which they can assure that every employee will gain access only to the information 
needed in order to do their job. 
In case these communication channels along with the access related rules are absent, it is 
highly likely to have problems related both to access to vital data but also related to the 
ability to provide employees with up to date data. In the latter case, there is an increased 
risk of taking wrong decisions, based on either insufficient or out of date data. 
For the organization to operate with stability it is essential to build a rock solid 
communication system, incorporating potential additional information security controls. 
The critical factors for the initiation phase of the implementation of an ISMS are: 
• information accessibility 
• cost of incorporation 
• effectiveness 
• efficiency. 
 
Implementing an ISMS with respect to the above mentioned issues is expected to result 
in augmented communications efficacy across the whole organization. 
 3.2 The need for implementing information security 
management 
 
Information security breaches incidents cast a negative impact on organizations. A major 
challenge organizations face is to discover ways of reducing the occurrence of such incidents by 
actually identifying and eliminating information systems’ vulnerabilities by achieving increased 
data protection. 
The main issue in clustering organizations in different security levels is the information security 
objectives as per organization. The main objectives consist of: 
 
 
• Confidentiality 
• Integrity 
• Information availability 
 
 
Assessing and implementing the appropriate information security controls and monitoring 
organizations’ information security levels will contribute in organizations’ effort to protect data 
and maintain it (save, edit and transfer) in the most designated way. 
In order to make the need for implementing information security management more evident we 
have to investigate the correlation between implementation of Information Security Management 
and measurement of the achieved level of information security. Monitoring and measuring the 
achieved information security level allows organizations to adopt the most suitable information 
security policies, controls and countermeasures. 
There is a positive correlation between implementing the appropriate information security 
policies and measuring an improvement in the information security level. Since, the 
implementation of ISM is closed loop function, based on the P.D.C.A. cycle, it is crucial for 
organizations to not 
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only implement Information Security policies but also to implement a holistic 
Information Security Management in order to measure results and do amendments in 
order to finally adopt the most effective and efficient measures. 
 
Given the fact that in the modern global market organizations’ intranet is connected to 
the Internet, organizations are vulnerable to external originating attacks. These attacks 
might aim to the organization itself or to specific assets of the organization. In fact, the 
need for increased protection of the organizational information assets has risen due to 
the information technology evolution. (Dhillon, 2006). According to a research, among 
organizations, there is a need to implement appropriate information security measures in 
order to protect their information assets from external attacks. (Alshboul, 2010) 
Moreover, the extent of information security should not only cover the intangible 
information assets (data and software). In that case, an organization’s hardware systems 
would be left vulnerable to external malicious attacks either from distance or by 
physical access of the attacker. (Schou, 2006) 
 
A holistic approach to implementing information security measures dictates taking 
action in order to protect both tangible assets, such as hardware, and intangible assets, 
such as software and data. Some common measures that can be applied consist of 
antivirus software, encryption methods, protecting terminals and software access via 
passwords, restriction of options for users in terminals and locking down the intranet. 
Yet, implementing all the above mentioned cannot produce results unless the employees 
are not trained in order to acquire increased information security awareness in order to 
both operate the information systems and to be able to identify potential threats in first 
place. (Ciampa, 2005) 
 
 
 
 
 
 
 
 
3.3 Information related assets 
 In order for an organization to deploy information security management, an organization should 
conduct risk management, which is analyzed in the next paragraph. For risk management 
conduction, all information related assets should be listed, and their values should be measured, 
in order to calculate the potential loss in case an asset is compromised. 
Literature suggests that information stands out as one of the most critical assets to organizations. 
Researchers argue that the need for enhanced security regarding an organizations’ information 
assets is increased due to the rapid evolution of information systems and communication media. 
(Backhouse, 2000), (John, 2000) 
Information related, and information systems assets clustered in two categories: 
 
• tangible 
• intangible 
 
 
Thus, confidential information is an intangible asset for organizations since it can neither be 
counted nor can its value be measured. Some typical intangible assets are employees’ data lists, 
contracts, with employees and clients, software licenses, trademarks etc. (Schou, 2006) 
On the contrary, hardware and terminals are considered as tangible assets, since these can be both 
counted and measured. We are listing the most common assets in the table below: 
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Table 1: Common assets list 
 
Asset Nature of the asset Tangible - intangible 
terminals, servers and 
routers 
 
physical 
 
tangible 
smartphones, monitors, 
printing equipment 
 
physical 
 
tangible 
storage media (electronic) physical tangible 
hardcopy data, patents, 
internal information 
documents 
 
physical 
 
tangible 
software licenses physical intangible 
employees and clients data 
lists, ERP and CRM data, 
web data 
electronic – intranet - inter- 
net 
 
intangible 
trademarks and 
copyrights, operations and 
procedures data, contracts 
 
electronic – intranet - inter- 
net 
 
intangible 
 
With regards to the needed measurement of assets’ value, as mentioned-above, intangible 
assets cannot be evaluated, an organization should document all these and clarify their 
ownership status in order for them to valued. (Schou, 2006) 
According to researchers, the process of listing and characterizing an organization’s 
assets is crucial for the organization to assess threats. In fact, defining and documenting 
assets is beneficial since organizations can have a clear view on what they may want to 
secure. In these terms, this process should run infinitely, in order to take new assets into 
consideration. (Dhillon, 2006), (Schou, 2006)
 Commonly, a security breach will occur because of the absence of assets documentation. All in all, 
the process of recognizing and characterizing assets does not only work in the direction of 
establishing or improving security, but it also facilitates an organization to diagnose their vulnerable 
spots. (Ciampa, 2005) 
 
 
 
 
3.4 Threats 
 
People tend to use information systems in inappropriate ways, either on purpose or due to 
negligence, where information systems may extend to services, terminals and software. Using 
any of the above mentioned inappropriately induces a unique risk to an organization’s 
information assets. 
 
At this point, we can declare that information security risks refer to the vulnerability of an 
organization’s information assets to either internal or external attacks. Yet, risk management does 
not consist only of identifying threats but most important, it consists of estimating the potential 
loss in case a risk occurs. In this context, risk management aims to either reduce information 
security threats or reduce the induces loss in case of risks occur. 
 
Various researchers identify more or less the same set of threats to organizations’ information 
assets. The following list of threats is quite reflective of the literature findings: 
• errors in data processing 
• communication systems failures 
• stealing hardware or storage media 
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• software failures 
• hardware failure 
• fraud 
• illegal access to information either from the internal or the external 
• destruction of equipment (hardware and/or data) on purpose 
• destruction of equipment (hardware and/or data) by accident or due to natural 
disasters 
• inappropriate use of equipment 
• laying off important staff 
• theft of data 
• malicious software 
• ingenuine software 
• loss of crucial services 
 
Organizations might locate other threats in case of special circumstances such as 
confidentiality agreements or special legislation. (Fitzgerald, 1995) 
 
3.5 Information security tools and policies 
 
The procedure of classifying, choosing and putting various information security controls 
in organizations is a challenge for top level managers in the IT departments. Many 
methods have been introduced in order to discover the most efficient and effective way. 
(Barnard, 2000) 
 3.5.1 Risk analysis and risk management 
Risk analysis and risk management, also known as R.A.M. is a widely utilized method for the 
assessment of information security controls implementation in organizations. 
This method is based on conducting risk analysis as well as business analysis in order to identify 
an organization’s needs in terms of information security. The method concludes in the various 
threats an organization faces. Having identified the threats, the R.A.M. method prioritizes them 
and assigns proper information security controls to each threat, in order to handle them. 
Yet, the R.A.M. method is considered to be one-eyed or extremely technocratic, since the threats 
and the appropriate controls are identified and chosen without taking into consideration the 
organization’s internal environment, status, special needs and constraints. For instance, the 
R.A.M. method may identify several threats and equal information security controls for an 
organization, without taking into account neither the organization’s budget nor their schedule 
related limitations. Moreover, other internal environment factors that may have not been taken 
into account are human resources technical background or adequacy in terms of number, in order 
to make sure that all the proposed information security controls can be implemented effectively 
and with high efficiency. 
To be more specific, according to researchers, the R.A.M. method can propose information 
security controls, with more than 50% out of which being inapplicable due to the above-
mentioned reasons. (Van der Haar, 2003) 
In such cases, organizations put the proposed measures in order upon each measure’s cost and 
benefits. Therefore, it is highly likely that crucial measures that could generate significant 
benefits in the field of information security are never considered due to high costs, while other 
measures with minor benefits are adopted due to low costs. Consequently, the R.A.M. method 
has been producing results for many organizations, especially after information breaches events 
where the R.A.M. method is both fast in computing and not costly. However, it produces poor 
results in terms for proposing the measures that would maximize an organization’s level of 
information security in case the organization depends exclusively on this method. (Dhillon, 2006) 
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Conclusively, the R.A.M. method is neither the best nor a method upon an organization 
can be based solely. Therefore, organizations had to find new methods in order to assess 
information security controls and information security management in total. (Barnard, 
2000), (Van der Haar, 2003) 
 
3.5.2 Information Security checklists 
An alternative method to assess information security controls for organizations is by 
filling in information security checklists. Such checklists  are intended to be utilized both 
by an organization’s managers, engaged in auditing the organization’s information 
security policies, and by external auditors, for instance under the scope of certifying an 
organization’s information security policies. 
In a characteristic research where checklists were utilized, the researchers focused on 
identifying and assessing the effectiveness of broadly used information security controls, 
either with the form of infrastructure as a service or with the form of software as a 
service. At this point, we should clarify that an organization adopting a novel 
information security management might either invest in new infrastructure or just 
purchase the need software without any new infrastructure, especially in case the 
organization chooses to migrate their data to cloud servers. (Chen, 2010) 
Information security checklists are included in information security standards because 
they can facilitate auditing an organization’s information security system and policies. In 
chapter 4 we will present the ISO 17799 and ISO 27001 series, while the ISO 27001 
information security checklist is included in Appendix A. 
Various information security checklists have been used in several researches. Their main 
advantage is that they focus on identifying every potential threat to an organization’s 
information system and on proposing the appropriate countermeasure in order to 
eliminate the threat. 
However, the checklists’ importance tends to decrease because they do not provide 
organizations with analytical stability related in terms of identified threats and proposed 
countermeasures. According to a survey, in which managers engaged in information 
security departments participated, information security checklists are considered to play 
a complementary role in information security. Despite, they consist of crucial questions 
asked that can reassure the information security, relying solely on them can result in  
 information security managers missing the bigger picture and adopting defective, for a specific 
organization, information security policies. (Dhillon, 2006). In fact, checklist do include all the 
substantial questions that can evaluate an information security system, but they do not dig in the 
details of every specific question asked. Therefore, they are mainly used in order to point out what 
an organization can do without further analysis. (Baskerville, 1993) 
 
 
 
 
3.5.3 Baseline Manuals and the Ad-Hoc approach 
A common applied methodology for implementing Information Security Controls is the baseline 
manuals, also known at best practice frameworks. (Barnard, 2000). According to research, this 
methodology stands for an effective and efficient way for organizations to identify threats and 
select the suitable Information Security Controls. (Saint-Germain, 2005) 
At this point we are listing the most commonly applied best practices: 
 
• C.O.B.I.T. 
• Information Technology Infrastructure Library (I.T.I.L.) 
• Operationally Critical Threat 
• Asset and Vulnerability Evaluation (OCTAVE) 
• National Institute of Standards and Technology (N.I.S.T.) 
• ISO/IEC 27001 
• ISO/IEC 27002 
• P.R.O.T.E.C.T. 
• Capability Maturity Model (C.M.M.) 
• Information Security Architecture (I.S.A.) (Otero, 2014), (Da Veiga, 2007) 
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Another issue, apart from achieving a level of security for assets, is compliance with 
national legislation, regarding data handling, as well as complying with any special 
requirements that may vary for different organizations. A typical example of national or 
international legislation is the G.D.P.R., which is a European regulation regarding the 
methods for storing, processing and transferring physical entities’ data. 
It is without doubt that organizations’ response to data protection legislation and to any 
special organization’s related objective and requirements are key factors in order to not 
only comply with the legislation but also to be attractive to clients and to add extra value 
to their products. 
In this context, there are literature references for an assessment model which is based on 
a baseline manual. More specifically, the Information Security Controls are picked from 
a baseline manual using criteria such as legal compliance and compliance to any data 
manager tailored needs and requirements, as far as the safe storage and process of data is 
concerned. (Siougle, E. S. & Zorkadis, V. C., 2002). Yet, identifying risks and selecting 
the most proper Information Security Controls based on baseline manuals is a rather 
tricky process. (Van der Haar, 2003) 
Following the baseline manuals or best framework practices suggests that an 
organization’s IS managers are responsible for conducting the selection process. 
Furthermore, this method does not provide these decision makers with any guidance in 
order to choose the most effective controls to achieve a desirable level of security, for 
every separate business. 
Moreover, the selection of Information Security Controls based on this method does not 
take into account other business related limitations, such as budgeting and resources, 
such as employees’ competencies, limitations. 
Finally, there are other alternative methodologies such as the ad-hoc approach, which is 
an informal and rather random approach. In such approaches, the personnel responsible 
for selecting the proper Information Security Controls does not follow a specific plan, 
but they operate free. Such methodologies apply to organization where there are 
personnel with excellent knowledge of the potential risks. However, such approaches 
are as well prompt to either selecting inappropriate Information Security Controls or 
deselecting vital Information Security Controls. (Barnard, 2000) 
 3.5.4 Control Selection Process 
The selection of the most proper Information Selection Controls selection methodology is a 
global question to be answered. Researchers have developed a highly formal selection process, 
which answered the need for subjective decisions or following random procedures at any point of 
the selection process. The Information Security Controls are identified in accordance to the ISO 
17799 baseline manual 
To render the process formal, a set sophisticated business related question have to be answered by 
the staff conducting the selection process, in order to analyze the business situation, any special 
restraints and finally estimate the information value. 
The information security requirements can be clarified according to the answers to the above 
mentioned question. Having concluded to specific requirements, the proposed model indicates 
which policies, included in the ISO 17799 standard, should be adopted by the organization. 
Moreover, the same researchers claim that the above mentioned proposed methodology is crucial 
for identifying Information Security Controls. This proposed process has eliminated the need for 
the adoption of informal and random selection processes, but it is still not completely unbiased, 
since the final step of actually picking the suitable I.S.C. is a quite subjective process. 
A completely unbiased – free of subjectivity process would require that all processes included 
should be incorporated in a formal procedure which would include guidelines for the cases that 
subjectivity would be needed· where decision makers would follow a specific guideline in any 
likely case. This ideal approach could serve as a highly accurate Information Security Controls 
Selection process. (Barnard, 2000) 
In the picture below, we present with a holistic strategy of implementing I.S.C. from identifying 
assets and threats to finally developing an Information Security Management System. 
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Table 2: Information Security Controls selection process to adopt Information 
Security Management (ISMS, JIPDEC, 2007) 
 
 
 
3.6 ISO standards 
 
3.6.1 The ISO 27001:2013 
 
The ISO 27001:2013 states three aspects of information security: 
 
• Organizational 
• Technical 
• Information technology 
 
 
 
We should mention that this approach covers the entire company, not only the IT 
department. The main key points of the ISO: 27001 standard can be summarized in the 
following:
  
The standard treats information and information security as tightly connected with the risk 
management of firms. Information related risks are directly associated with business wins or 
failures, in order for the risk assessment to be more precise and for the standard to be more 
realistic. At this point, the standard separates information related wins or failures to internal and 
external driven ones. Last but not least the ISO27001:2013 standard does not apply only to sole 
departments of firms, but they must be embedded in each firms strategy, in order to be certified. 
Furthermore, distinguishes areas of control. Areas related to organizational aspects are: 
 
• Security policy 
• organization of information security 
• asset management 
• human resources 
• security 
• operational procedures and responsibilities 
• service delivery management 
• incident management 
• business continuity management 
• compliance 
 
Whereas the areas of technical and information technology are: physical and environmental 
security, system planning and acceptance, protection against malicious and mobile code, back-up, 
network security management, media handling, exchange of information, electronic commerce 
services, monitoring, access control, information system acquisition, development and 
maintenance. Firms should embed a set of the above mentioned information security controls in 
all the engaged departments and build their strategy upon these.
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3.7 Information security management systems 
 
Having described the ISO 27001 standard in previous paragraphs, we are presenting a 
holistic Information Management System, also known as ISMS, which is based on the 
ISO 27001 standard and can be applied in various sized organizations. Information 
Security Management Systems, in accordance with the ISO 27001:2013 are planned in 
order to enable their own integration with existing quality management systems or envi- 
robmental management systems and various other systems which are based upon the 
perception of a process approach. 
When it comes down to it implementation, it is much easier to embed Information 
Security Management Systems to organizations that have already adopted and put in use 
other Quality Management Systems, especially those that have implemented QM systems 
based on the ISO 9001. This stands, since the organization should have already 
implemented management methods and techniques which stand in common grounds with 
ISMS. Moreover, the very same employees are expected to be competent enough to 
operate in the framework of a new Information Security Management System. 
 
The main connection between ISMSs and QM systems, such as the ISO 9001, is located 
in the utilization of the P.D.C.A. cycle2. In fact, this cycle can be implemented in various 
systems that require the recognition of an existing problem in order to plan a proper 
solution, implement it and control its effective implementation by proceeding to 
corrective measures. 
Except for the P.D.C.A. cycle, Information Security Management Systems utilize 
common tools with other methods and procedures such as audits, management reviews, 
proactive and reactive actions. Actually, ISMSs are supplementary to such systems and 
processes, since they usually 
 
 
 
2 
Plan – Do – Check - Act 
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consist of implanting security management related policies to existing systems. The range of systems and procedures with which ISMSs consists 
of the ISO 9000 series, the ISO 14000 series, the ISO 13335 and numerous other technical safety standards. 
A typical ISMS in accordance with the ISO 27001 is depicted below: 
 
 
Figure 3: Outline of the processes consisting a ISO27001 compatible ISMS (ISO27001 Security, 2018) 
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Information Security Management Systems may consist of the following methods, 
processes and tools: 
• management review 
• reactive actions 
• proactive actions 
• incident management 
• risk assessment 
• risk treatment plans 
• compliance indexing 
• internal auditing 
 
3.7.1 Management review 
Management review is a normal gathering of administrators committed to the working 
of the framework. The key reviews are held a few times each year, however short ga- 
therings even a few times each month. Audits permit to accumulate data, empower data 
examinations and involve dialog between agents of the authoritative units. Along these 
lines the survey causes that every member better comprehends the circumstance of the 
organization. Administration audit advances the comprehension of relations between 
various parts of the association. Understanding those relations empowers chiefs to more 
exact identification of the issues. 
 
3.7.2 Reactive actions 
The target of reactive actions is the elimination of factors rendering an organization in- 
compatible with IS policies and all likely information security breaches causes. These 
actions are taken upon identifying noncompliance factors and aim to correct one factor 
at a time. The Information Security Manager is in charge of the best possible direct of 
activities and other employees are in charge of removing incident causes one at a time 
and in accordance with their competency. Prompt exclusion of incident causes paves the 
way for minimizing countereffects and make it possible for the organization to develop 
immunity to specific set of incident causes and threats. 
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3.7.3 Proactive actions 
Proactive actions serve to distinguish and eliminate potential causes that could bring 
about noncompliance factors or information security breaches incidents. The conduction 
of proactive actions demands the engagement of all the employees so as to locate, joint- 
ly, potential problems. 
The process of conducting proactive actions is similar to the process of conducting reac- 
tive actions. Successful identification of actual causes of potential problems permits to 
locate causes of potential problems and to better comprehend the organization and the 
organizational internal environment and culture. Furthermore, the successful elimina- 
tion of causes for potential problems will actually result in elimination of potential 
counter effects. Despite proactive actions are harder to design and implement, yet they 
are both more effective and more efficient. 
 
3.7.4 Incidents management 
The incidents management aims to detect unwanted problems, such as information se- 
curity breaches, and deliver quick response to those occurring. Moreover, it generates 
value added information in order to design and implement reactive action. Every single 
employee is responsible for detecting and reporting undesirable incidents successfully. 
Concussively, incidents management is expected to augment employees’ awareness and 
understanding for problems occurring in the organization and specifically in the internal 
environment. 
 
3.7.5 Risk assessment 
Risk assessment consists of a periodical review of risk implicating factors and of con- 
tinues identification of potential new risk factors. A thorough assessment is usually 
conducted yearly. Apart from this general assessment, numerous small scale assess- 
ments are conducted throughout the year. It is critical to launch a risk assessment direct- 
ly after a potential identification of new or altered in risk factors so as to provide the 
Information Security Department with vital information in order for them to design and 
implement proactive action. Of course, apart from proactive action planning, the organ- 
ization risk management plan stays up to date following this methodology. 
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3.7.6 Risk related contingency plans 
Organization should have designed contingency plans in order to treat potential risk fac- 
tors. These plans should consist of a set of actions to be followed in case a risk factor is 
actuated. Contingency plans should be designed upon risk management, external and 
internal audits and upon information regarding the external environment of the organi- 
zation. Simulations serve as a highly valuable source for contingency plans. 
Apart from having designed contingency plans, employees should train on implement- 
ing those in order to be highly familiar with the set of actions they have to take for  
every different incident. Truth is that at the time of an incident occurrence, there not 
sufficient time for the engaged employees to study the contingency plans. Finally, em- 
ployees who are competent enough to detect incidents’ triggers, are expected to react 
automatically in order to decrease the impact of the causes that could bring about a cri- 
sis in the organization. 
 
3.7.7 Compliance indexing 
Compliance indexing consists of measuring the effective operation of the adopted 
ISMS. By effective operation we do not refer to the ISMS itself, but we should take a 
look at the bigger picture, which is the organization itself. 
Usually, organizations tend to develop holistic compliance measurement systems that 
operate at all times and produce timely warnings in case of any anomaly is detected. 
Utilizing accurate measurement indexes permits the detection of detection of anomalies 
in advance. Yet, the higher the preciseness of the adopted measurement methods, the 
higher the investment cost for the organization. 
On the contrary, the adoption of compliance measurement tools that detect individual 
factors of incompliance is ineffective in terms of detection and prevention of crisis in 
the organization. Given the fact that crisis are seldom due to a single irregularity, it is 
self-evident that crisis prevention can be achieved only by holistic compliance mea- 
surement systems with high coherence. 
 
3.7.8 Internal auditing 
Internal auditing serves for monitoring and controlling explicit sections of business and 
processes. The main objective of internal auditing is to improve the ISMS. This can be 
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achieved by thorough collaboration between the auditor and organization. A comple- 
mentary objective of internal auditing is the detection of noncompliance factors. 
Internal auditing cannot produce results in each own, but it works perfectly comple- 
menting all the above mentioned tools and methods. Given that internal auditing is more 
subjective method it can be utilized to detect other risk factors that may not have been 
identified by the rest of the methods. 
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4 Information security subse- 
quent organizational 
changes 
 
In case of major changes on organizations, there is often dislike and resistance from the 
employees’ part. Organizational change and change management is key issue that sum- 
marizes the majority of challenges and barriers to overcome in order for the imple- 
mented change to be successful. As far as the successful implementation is concerned, 
we refer to both effective and in time implementation of the adopted change. 
Far earlier from implementing the above-mentioned policies and examining the imple- 
mentation success, an organization has to choose which policy or policies are worth 
adopting. Therefore, the assessment methods presented below are expected to cover this 
topic. 
Having presented the methods utilised for classifying, choosing and putting various in- 
formation security controls in the previous chapter, in this chapter we will be presenting 
the adoption barriers that the organization has to overcome and the success factors they 
have to take advantage of. 
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Figure 4: ISMS adoption – typical steps followed towards integration 
 
 
For further specification of the change related challenges the organization will face, we 
should provide specific information security policies implementation requirements. 
It been identified as one of the key issues that will present significant challenges to an 
organization’s effective and timely implementation of privacy and security standards. It 
will be necessary to identify specific implementation requirements that represent the 
most significant organizational change challenges. Organizations will also have to iden- 
tify processes and methods to foster acceptance of the change associated with the entire 
compliance project This research examines changing information security requirements 
and the strategies organizations are developing to meet the related challenges 
 
4.1 Assessment of security controls’ organizational 
changes 
As far as the assessment of security controls to be adopted, the change sponsors should 
follow the following steps: 
Given the fact that the human capital can be trained, while the infrastructure may have 
to be changed, the change sponsor should examine whether the existing infrastructure is 
compatible with the changes brought about. In case new investment in equipment or 
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software is needed, this should be budgeted in order to reassure it is within the change 
budget. 
The change sponsor, most likely a manager from the IS or the IT Department, should 
document the benefits from the new situation in detail. Having these details in hand, a 
suitable communication plan with the rest of the employees should be made. As men- 
tioned above, enhancing the communication is vital for the change to be effective. More 
specifically, the plan should target to eliminate all employees fear that they may be laid 
off or lose part of their status and benefits. 
All in all, the documentation part is the most critical one. As mentioned in chapter 3, 
following a wrong Information Security Controls Selection Process may lead to, apart 
from the right decision, to two wrongs decisions: 
• adoption of needless ISCs because they may be cheaper to implement 
• neglection of necessary ISCs because the risk assessment has not been con- 
ducted correctly 
 
4.2 Adoption barriers 
When it comes to implementing an information security management strategy, there are 
many obstacles an organization must overcome in order for the new strategy to be suc- 
cessful. The five most occurrent obstacles are: 
• insufficient trained employees 
• insufficient budget 
• inadequate adoption of the necessary tools to implement new controls’ policy 
• inconsistent integration of various information security related tools 
• absence of the necessary tools to evaluate the effectiveness of the adopted poli- 
cies, in terms of continuous improvement (HelpNetSecurity, 2017) 
 
 
The above mentioned obstacles can be clearly divided to organizational and technologi- 
cal ones. 
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Figure 5: Obstacles in the implementation of information security policies in organizations 
(HelpNetSecurity, 2017) 
 
 
 
 
 
4.3 Change management models in the context of 
information security 
Many change management strategies and models have been developed and imple- 
mented in the context of organizations adopting information security policies. 
 
 
Figure 6: Kotter’s 8 step approach to managing organizational change (Odor, 2018) 
 
 
 
 
The major three strategies and models are presented in the paragraphs below: 
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4.3.1 Three-step Scheins’s model 
Schein’s model was originally described by K. Lewin in the 1957 and has reformulated 
upon elaboration by Schein in 2009. This model has been utilized successfully in vari- 
ous change management projects worldwide. 
This model summarizes in the three steps the top managers of an organization have to 
follow for the organizational change to be successful. 
Firstly, they have to provide employees and lower level managers with psychological 
safety by dissolving any fears regarding their current job positions and in the organiza- 
tions, since, as mentioned, a major barrier in successful organizational change is the fear 
of employees that they may lose their jobs or get a re-numeration decrease. 
This step’s extents reach the close external environment of the organization which in- 
cludes major partners and key clients, who have to persuaded that actually nothing will 
change, to the worse, in terms of pricing, timely delivery and quality of products, in- 
cluding goods and services. 
Secondly, they have to design some proper training for employees in all levels. In these 
terms, top level managers engaged in the organization change management have to 
come up with ways of presenting new concepts to the organization by providing the 
employees with a correlation between the policies, concepts and meanings that have 
been in use so far with the new meanings, concepts and policies that are brought about 
by the adoption of new information security policies. In order to retain employee’s en- 
gagement, they should try to mimic old model with new model roles and identify every 
process substituting an existing process. 
Finally, they have to implement the second step by communicating every new concept, 
meaning, policy and role to the organization’s employees and by continuously trying to 
retain their engagement and if possible, to augment it. (Schein, 2009) 
In the bullets below, we summarize the three steps mentioned-above, according to 
Schein: 
• Step 1: Freeze 
• Step 2: Transform 
• Step 3: Unfreeze 
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4.3.2 Eight-step model by Kotter 
 
 
 
 
Figure 7: Kotter’s eight-step model(Kotter, 2014) 
 
 
 
 
In step one, the top-level managers engaged in the organization change have to create a 
need of urgency to other employees. In this way, people will feel they have to do some- 
thing to change and improve. 
In step two, they have to formulate a guiding coalition, in other words to locate people 
in the organization that have the power to boost change. This group of people should 
jointly succeed in five major tasks in order to pave the way for the successful imple- 
mentation of change: 
• shape a proper vision 
• transmit the vision to the rest of the employees, starting with managers 
• abolish all the implementation barriers, as mentioned above in chapter 1 
• produce wins in the short-run 
• establish new organizational approaches and lead to deep cultural change 
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In step three, they have to develop the change vision, by clearly stating how the future 
situation will be better than the present one. Since the success in organizational change 
depends in creating synergies in the internal environment of the organization, they have 
to provide people inside it with a clear vision and an expectation for improvement. Vi- 
sion is the key element that can make an organization’s strategy, budget and plans work 
in favor of a change. 
In step four, the above-mentioned vision has to be broadcasted to as many people in the 
organization as possible by using as many channels of communication as possible. In 
fact, except for forwarding the vision, top managers should try and communicate the 
vision with others in a contingent way so that they can understand it deeply and adopt it 
themselves. Thus, the way of successful change implementation is paved since people 
inside the organization get to be committed to the new vision. 
In step five, executives should work in the direction of eliminating as many barriers, to 
change, as possible in order to achieve a broad-based action by employees who have 
already understood and adopted the vision for change. Providing people the grounds to 
do their best job is crucial for successful change implementation. 
In step six, having implanted the “need” for change and having provided people with a 
suitable environment for change, top managers should be already in position to count 
their first “wins” in terms of change implementation. These “wins” should be definite 
and clear to everyone in the organization. Wins in the short-run are highly valuable, if 
we consider how long the way of implementing an organizational change is. Thus, 
short-term wins provide top managers with further incentive and they enhance their 
willingness to continue this long effort. Yet, it is not all about top managers dealing 
with the change· short-term wins can unite people who are already committed to the 
new vision and break apart others’ doubts regarding the benefits of the change imple- 
mentation. 
Reaching to step seven, there should already be a group of people in the organization 
who are supporting the new organization’s vision as well as a number of short-term 
wins. At this point, managers, engaged in the change implementation, should take a step 
back to reform their strategy by consolidating all the above-mentioned wins and com- 
municate them to the internal environment of the organization in order to achieve fur- 
ther implementation. 
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As mentioned in chapter 2, resistance to change is always present. Yet, the faster the 
first short-term wins come, the faster resistors will step back. Yet, successful change 
implementation is a long road, so resistors will be always alert in case of failures. 
implementation is a long road, so resistors will be always alert in case of failures. 
Finally, in step eight, all the accomplishments mentioned-above should be stuck to- 
gether in order to make an organizational change part of the culture of the organization. 
The deeper the change goes into the culture, the more probable it is for it to be success- 
ful in the long- run. Concluding, actual cultural change in the organization is achieved 
only after reaching the last step. (Kotter, 2012). 
 
4.3.3 Seven-step Model by Ulrich 
The seven-step model, provided by Ulrich, is quite similar to Kotter’s eight-step model. 
Actually, D. Ulrich altered Kotter’s model so that it more practical and easier to imple- 
ment. The major difference between these two is the one less step in Ulrich’s model, 
while both models point out the necessity for leadership in order for a change to be suc- 
cessful. 
Given the fact that Ulrich’s seven step model is more or less a summarized, in the direc- 
tion of practicality, version of Kotter’s model we are providing with Ulrich’s seven step 
as bullets without more details, which have been included in paragraph 4.5.2 (AREEJ 
ALHOGAIL,2014). 
• Lead change 
• Generate a common need for change 
• Develop a vision 
• Mobilize commitment 
• Change technical infrastructure and systems 
• Monitor and control progress 
• Ensure that the change will be implemented in the long-run 
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5 Research methodology 
 
In this chapter, we included a study of the methods and tools used for this thesis to be 
produced. Now we will present the background of all the utilized research methods. 
For the conduction of this research, we used a combination of quantitative and qualita- 
tive research methods. Moreover, analysis has been done via secondary data and via uti- 
lization of traditional strategic tools. The approach we adopted, plays the role of an im- 
portant clue for the author to be able to enhance this research rationality. (Creswell, 
2014) 
 
 
 
5.1 Research methods 
A research method is defined as a specific strategy on the analysis. It is a way of gather- 
ing observational data. Every research method is constructed upon a combination of 
philosophical assumptions, while picking the proper research method may influence the 
ways used for the author to collect data. (Myers, 2007) 
Various research methods also demand different research skills and practices. There are 
three pylon research approaches: (Creswell, 2014) 
• the quantitative 
• the qualitative 
• a mix of quantitative and qualitative 
 
5.2 Literature review-written sources 
Written sources, such as scientific papers, books, surveys e.tc., are this thesis main 
source of qualitative data. We used them in order to investigate the advances in infor- 
mation security technology and the penetration of the I.S. technology in organizations. 
Secondary data, such as academic abstracts, internet search engines and databases have 
been used as well. 
 
5.3 Data collection 
Data can be collected via different types of strategies: 
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• Experiments 
• Surveys, using questionnaires 
• Qualitative research, via personal observation on literature review 
 
For this thesis we collected qualitative data through literature review and observations 
made on published surveys relevant to the scope of the study. (Patton, 2005) 
 
5.3.1 Primary data sources 
Primary data are data that have been collected directly from people or people engaged in 
an organization. Its main advantage is that they reinforce qualitative researches validity 
by adding extra value, since the data collected is unique. On the other hand, collection 
primary data is a rather costly and time-consuming strategy. (Myers, 2007) 
 
5.3.2 Secondary data sources 
Secondary data are any kind of data that has been previously published and to which the 
researcher has access. This data might be books, newspaper, academic or journal ar- 
ticles e.tc. 
Access to secondary data is possible via academic databases and academic search en- 
gines. Its main advantages are that this is cost-effective research strategy. By cost effec- 
tive, we consider significantly shorter time needed for a research to be conducted, with- 
out any quality discounts. Furthermore, they accelerate the research procedure and ex- 
pedite the research completion. On the other hand, secondary data might not be the best 
fit for every research, since they are based on data collected for a totally purpose and 
aspect. 
In this research context, secondary data has been used in order to assess various infor- 
mation security controls in terms of cost, benefits and applicability. We used academic 
and journal articles mainly accesses via the Internet, in academic search engines and 
databases. (Myers, 2007) 
 
 
5.4 Research methodology conclusions 
Having provided the necessary background to support the above-mentioned research 
methods, we summarize the utilized methods in this paragraph. 
-46-  
This thesis has been produced following a mere literature review methodology, upon 
written sources. 
Primary data collection was not selected, due to two factors; 
 
• there is high abundancy of research and data in the scope of information security 
controls and in the scope of change management 
• primary data collection is costly and time consuming 
 
Therefore, we followed the secondary data collection methodology, upon which we ela- 
borate, in order to produce valuable conclusions 
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6 Conclusions 
 
To conclude, in the second chapter we conducted a thorough research upon the change 
management aspect. As far as change management is concerned, we highlight the rea- 
sons that indicate an organizational change is essentials, the methods used to make a 
proposed change successful. Finally, we present the reader with both success factors  
and obstacles to change in an organization. 
Having provided the reader with all the necessary background regarding change man- 
agement, we proceed with a literature review upon information security management. 
We firstly clarify the information term as well as the value of information and then  
point out the need for the adoption of information security measures. Following, we 
present the reader with potential threats an organization faces, and we propose some 
countermeasures an organization can deploy. 
Having established the background for both change management and information secu- 
rity we conduct a literature review on information security policies assessment method 
used broadly by organizations. We also present the opportunities and the barriers an or- 
ganization will face when adopting such policies. Upon elaboration on the above- 
mentioned terms, we propose the dominant assessment methods a modern organization 
could put in use in order to assess information security policies. 
Summarizing, change should be considered as a permanent situation for organizations. 
Any organizational change, including the reviewed one should be handled with high 
consistency and a few key steps should be followed. We point out the need for a well- 
defined documentation of the benefits under the new situation. The rest of an organiza- 
tion’s employees should be made aware of these benefits in order to cultivate their own 
commitment to change. 
As far as the Information Security is concerned, the selection process should always 
start with the conduction of risk assessment. All the information related assets and 
threats should be identified. Upon their identification, the risk assessment consists of 
measuring the potential loss for the organization in case an asset’s security is compro- 
mised. In this context, the change sponsor should choose a specific selection process in 
order to identify the information security controls that will manage to augment the pro- 
tection of their assets. While this process sound easy, it proves to be rather tricky, be-
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cause budgeting restraints always apply. Therefore, the road for a successful selection is 
selecting the ones that will produce the desirable results within any budgeting restraints. 
Finally, any ISCs implementation could be triggered in order for an organization to be 
certified according to various quality standards such as the ISO 27001:2013. 
Closing, we suggest that a rock solid ISCs selection methodology should be introduced 
in order to make sure that implemented ISCs are the ones each organization really 
needs. This will not only add up to global information security, but it will also contrib- 
ute to enjoying products of higher quality. 
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